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Type Enforcement

Flexible mandatory access control
No intrinsic security model

unlike MLS and other MAC systems
Almost any security goal can be modeled

isolation
information flow
confidentiality
integrity and self-protection
least privilege (assurance)
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Policy Complexity in SELinux

Flexible Linux MAC comes with a price
Linux is a rich general purpose operating system
Desire for fine granularity and least privilege

requires more rules and types
Example: Fedora Core 3 strict policy

> 1.2K types
39 kernel object classes & 197 unique permissions
> 40K type enforcement rules in policy source
> 360K type enforcement rules in policy binary
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TE Policy Analysis Methodology

1. Identify security goals
2. Map security goals to type architecture

formulate hypotheses of type usage
3. Policy analysis

examine access rules
against type hypotheses and security goals
several possible analysis techniques

4. System-to-Policy analysis
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1. Security Goals

What are the security goals of the system?
e.g., integrity of SELinux policy files and policy 
loading

Policy
Source

Binary
Policycheckpolicy load_policy Kernel

Which security goals can be enforced by 
SELinux? And which can not?



© 2005 Tresys Technology, LLC (www.tresys.com/selinux, selinux@tresys.com)

1. Security Goals Example

Checkpolicy
Correctly compile binary policies
Only use appropriate policy source files
Only program that can create binary policy files

Load_policy
Correctly load binary policy into the kernel
Only use appropriate binary policy files
Only program that can load policies to kernel
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2. Mapping to Type Architecture

Look at only types and attributes
Determine which types are intended to address 
relevant security goals
Formulate independent hypotheses about policy 
treatment of types
Become familiar with policy

Check policy load_policyBinary
Policy

Policy
Source Kernel

checkpolicy_t load_policy_t

policy_src_t policy_config_t security_t
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3. Analyze Policy Against Security Goals

Now look at access rules for types
Determine if rules are consistent with 
hypotheses

If not iterate or note issue
Issues can be fixed or accepted as risks

Some policy analysis techniques
ad hoc analysis
re-label analysis
information flow analysis
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Ad hoc Policy Analysis

Search rules for type access
types as source and targets
resolve attributes and implied access
Multiple rules for same access

Valuable analysis
spot check
regression testing
greater sense of the policy

Least rigorous
Analysis always done
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Ad hoc Policy Analysis
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Ad hoc Policy Analysis
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Ad hoc Policy Analysis
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Re-labeling Policy Analysis

Re-labeling is a change of an object’s type
requires relabelto and relabelfrom permissions
As effective as write access

Identify domains with from-to access for two 
types
Can point to other areas of the policy to 
analyze
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Re-labeling Policy Analysis
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Re-labeling Policy Analysis
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Information Flow Policy Analysis

Most comprehensive analysis
Most difficult and complex analysis
Iterative process

Check policy load_policyBinary
Policy

Policy
Source Kernel
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Information Flow Policy Analysis
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Information Flow Policy Analysis



© 2005 Tresys Technology, LLC (www.tresys.com/selinux, selinux@tresys.com)

4. System-to-Policy Analysis

Map abstract policy to actual system
Primarily involves understanding system type 
labeling
Does the real system meet expectations
Two example analyses

entry point file
real resources for key types
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Entry Point File Analysis
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Entry Point File Analysis
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Entry Point File Analysis
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Entry Point File Analysis
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Real Resources for Key Types
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Conclusions

TE Analysis is challenging and difficult
type enforcement is worth the effort

Analysis tools continue to improve
Although challenging

Can be done
Has been done
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QUESTIONS?
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