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Type Enforcement

= Flexible mandatory access control

= No intrinsic security model
= unlike MLS and other MAC systems

= Almost any security goal can be modeled
= jsolation
= |nformation flow
= confidentiality
» integrity and self-protection
= |east privilege (assurance)
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Policy Complexity in SELinux

= Flexible Linux MAC comes with a price
= Linux Is a rich general purpose operating system

= Desire for fine granularity and least privilege
= requires more rules and types

= Example: Fedora Core 3 strict policy
= > 1.2K types
= 39 kernel object classes & 197 unique permissions
= > 40K type enforcement rules in policy source
= > 360K type enforcement rules in policy binary
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TE Policy Analysis Methodology

1. ldentify security goals

2. Map security goals to type architecture
= formulate hypotheses of type usage

3. Policy analysis
= examine access rules
= against type hypotheses and security goals
= gseveral possible analysis techniques

4. System-to-Policy analysis
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1. Security Goals

= What are the security goals of the system?

e.g., integrity of SELinux policy files and policy
loading

Policy
Source

checkpolicy

Binary
Policy

load__policy

Which security goals can be enforced by

SELinux? And which can not?

OOOOOOOOOO

© 2005 Tresys Technology, LLC (www.tresys.com/selinux, selinux@tresys.com)




1. Security Goals Example

= Checkpolicy
= Correctly compile binary policies
= Only use appropriate policy source files
= Only program that can create binary policy files

= |Load policy
= Correctly load binary policy into the kernel

= Only use appropriate binary policy files
= Only program that can load policies to kernel
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2. Mapping to Type Architecture

= | ook at only types and attributes

= Determine which types are intended to address
relevant security goals

= Formulate independent hypotheses about policy
treatment of types

= Become familiar with policy

checkpolicy_t load_policy_t
Policy : Binary :
Source Check policy Policy load_policy
policy_src_t policy_config_t security _t
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3. Analyze Policy Against Security Goals

= Now look at access rules for types

= Determine if rules are consistent with
hypotheses

= |f not iterate or note issue
= |ssues can be fixed or accepted as risks

= Some policy analysis techniques
= ad hoc analysis

= re-label analysis
= nformation flow analysis
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Ad hoc Policy Analysis

= Search rules for type access
= types as source and targets
= resolve attributes and implied access
= Multiple rules for same access

= Valuable analysis
= spot check
= regression testing
= greater sense of the policy

= | east rigorous
= Analysis always done
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Ad hoc Policy Analysis

File  Search  Query

Advanced  Help

Folicy Components

Folicy Rules ] File Contexts | Analysis | policy.conf |

TE Rules l Conditional Expressions | REAC Fules |

0 Tupgpe®tributes * | ClassesiMagissions |
T
W allow I type_tran Select Al LI
I el 1 e ce W Use Source Typerittrib I Use Target Typelfattrib =
1 auditallow W Include Incirect Matches = _I
I dontaudit # Az sOUrce - ANy
W Types 1 Attribs ﬂ | | | |
Acheckpoalicy _t$ .
F Sl searen fr enavied vies foretonts PR Types/Attributes * l ClassesfPermissions |
A Mark enahled conditional rules
B v
W Enable Regular Expressions Lse Source T!Il'pell"&."t‘tr";j
= Include Indirect Matches .
|— Type Enforcement RBules Display -
- W Az sO0UMCE A ANy
=
W allow Jtype_trans Select All | W Types 1 Attribs
=
.-l t!n"F'E_ChE'ﬂ'HE-' <~ ﬁcheckpulicy_t$) j
1 auditallow
1 dontaudit
Clase Tah |

Classes: 54 Permns: 197 Types: 1254 Attribs: 83 TE rules: 40661 FRoles: 5 Users: 4 | w18 {source)
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Ad hoc Policy Analysis

File  Search  Query  Agvanced Help

Folicy Components — Folicy Fules ] File Contexsts | Analysis | policy.conf |

TE Rules ] Conditional Expressions | RBAC Fules |

fRale S ' _IJ esiattributes ©  Classes/Permissifgs * A N
e
W allow I type_trans Select Al |  Obiect Ciasses A e At e o

A meverallow i type_chahge - el
1 auditallow elir i s 0o all permissions raurtar |
o J ly show permissions for dotecn
+ -
siected obiject classes
AR relabelfram
Typesiattributes = ( Classes/Permissions ™ Linien relabelto
Intersection
— et Clazszes ———————— — Alfo
[ /4 maunton
dir » | Py —
£ b
drasvakle >
fod J &> L
<’ e - ‘> relabelto J
i e - FEname f,
aptattr

fant

(¥ N

IR / Clear Fiewerse

EIEEU" | Close Tak T
Classes: 54 Perms: 197 Types: 1254 Attribs: 83 TErules: 40651 FRoles: 6 Users: 4 | w18 {source)
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Ad hoc Policy Analysis

File  Search  Query  Agvanced Help

(: E rulez match the search criteria
\

(128268) allow checkpolicy_t
(1283300 allow checkpolicy
(128336) allow checkpolic
(1283400 allow checkpolicy_t ld_so_cache_t :

(128366) allow checkpnllcg_ checkpolicy_exec

1 read getattr lock ioctl J:

(1282600 allow checkpolicy_t PDllEH config_t ¢ file 1 create ioctl read getattr lock

file lnk_file } 1 read getattr lock 10q Uposte |
_E0_ ead getattr lock execute ioctl J:
shlib_t ¢ file { reM getattr lock execute ioctl }:

* file { read getattr lock execute ig

N

ST ETIZRIE TEOUEr CRRrEssong ‘ | L 1 | |

I
—

MHew

— Fype Enforcetent Bules Displzy

Ernpty Tab  Fesults ] ]
rules match the search criteria

503 allow checkpolicy_t policy_config_t ¢ file 4 create ioctl read getattr lock weite setattr append link unlink
E2) allow checkpolicy_t policy_src_t 4 file lnk_file } { read getattr lock ioctl i
30) allow checkpolicy_t ld_so_t & Flle { read getattr lock execute ioctl }:

26) allow checkpolicy_t shlib_t & file { read getattr lock execute ioctl T

407 allow checkpolicy_t 1d_sa_ cache _t ¢ file { read getatte lock ioctl }:

FE) allow checkpolicy_t checkpolicy_ exec _t ¢ file 1 read getattr lock execute ioctl F:

T

Close Tak

Classes: 54 Permns: 197 Types: 1254 Attribs: 83 TE rules: 40660 FRoles: 5 Users: 4

w18 {source)

7/'RES Ys

© 2005 Tresys Technology, LLC (www.tresys.com/selinux, selinux@tresys.com)
TECHNOLOGY




Re-labeling Policy Analysis

= Re-labeling is a change of an object’s type
= requires relabelto and relabelfrom permissions
= As effective as write access

= |dentify domains with from-to access for two
types

= Can point to other areas of the policy to
analyze
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Re-labeling Policy Analysis

File  Search  GQuery  Acdvanced  Help

Fules | File Contexts ~ Aralysis
q —A

Dormain Transition s — Mode o Peguired parameters — Optional reswit fifters. Mlew
Direct Information Flow p ; . \
Transitive Infarmation Flow # Dbiect Mode EENTE) et 1 Filter end types using regular expression: |
Direct File Felabel 4 Ta Joiicy_confia_t i |
Tywpes Relationship Surmrmary

W From ) ) ) Infa |

- Filter ending types to select using attribute:

\\ = Subiject Mode I / J
\ — Anafysis Options

— frfode — Reguired parameters ————

¥ Ohject Mode </ Ending type: \

— Anafysis Type
Darnizin Transition _l_ 1 To \ IFJ'I'"C!-"_':':'ﬂﬁ';LT
Direct Information Flow T @
Qn Flaw I Filter endiny types to select o

= oubject Mode I

Close Tah

.18 {source )

Classes: 54 Perms: 197 Types: 1254  Attribs: §3 TE rules: 40665 FRoles: 6 Users: 4 |
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Re-labeling Policy Analysis

ser_horne_div_t
—uzer_home_fingerlog_t
—user_home_jrc_t

—user _home_screen_t
—user _home_spamassassin_t
—user_home_ssh_t
—uzer_home_t
—user_home_tytime_t
—user_home_x=auth_t
—user_irc_exec_t
—uzer_lockdey_lock_t
—uzer_lpr_trp_t
—user_mail_tmp_t
—user_mount_tmp_t
zer_mozilla_ra_t

r mozila re t

— fie

from user_home _t by rpm_t

from user_home_t by setfiles t

482910 allow =etfiles_t

licy_config_t can be relabeled;

from user_home_t by restorecon_t
(231597} allow restorecon_t file_ :
(2315970 allow restorecon_t File_tdee ¢ § dir file lnk_file sock_file Fifo_file ¥ { getat

(2482907 allow zetfiles_t { Filefiype unlabeled_t device_tuype T 3
(2482910 allow setfiles_t file
(2482907 allow setfiles_t {

pe : 1 dir file Ilnk_file sock_file fifo_file } 1 getat

{ file Ink_file dir fifo_file sock_file }
{ file lrk_file dir fifo_file sock_file

o

{ dir File lnk_file soc
pe + { dir file lnk_file sock_file fifo_file } relabeltd
e_type unlabeled_t device_type } : { dir file lrk_file sod
e_type * { dir file lnk_file =ock_file fifo_file } relabeltd

-

N

Close Tak

—user_horme_tytine_t
—user _home_xauth_t
—user_irc_exec_t
—user_lockdey _lock_t
—user_lpr_trp_t
—uzer_mail_trmp_t

Leddebed ) allow rpm_t 4 tile_type —shadow_T r §
(2292623 allow rpn_t | file_type —shadow_t F+ :

from user_home_t by setfiles_t
(248290) allow setfiles_t | file_type
1) allow setfiles_t file_type 3
( 907 allow setfiles_t £ File_type
(248291) allow setfiles_t File_tupe :

e

1. tile Ink_tile dir S§Fo_tile sock_file r 4 relabelfrom rela
{ file lnk_file dir Fi§o_file sock_file I+ { relabelfrom rela

unlabeled_t device_tupe T+ : { difr Flle Ink_file sock_file fifo_file ¢
{ dir file lnk_file sock_file
unlabeled_t device_tupe F &

{ dir file Ink_file sock

dir file lnk_file SDCQ file fifo_file c
e fifo_file ; relabelto:

k-1

| -

Classes: 54 Perms: 187 Types: 1254 Attribs: 55 TE rules: 40561 FRoles: & Users: 4

| w18 (sourcey
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Information Flow Policy Analysis

= Most comprehensive analysis
= Most difficult and complex analysis
= |terative process

Policy
Source

Binary

Check policy Policy

load__policy
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Information Flow Policy Analysis

SE Linumx Policy Analysis - /Emp/etcselinm/strct/srcdpolicy’policy-cont

File  Search  Query  Agvanced Help

jcy Fules | File Contests  Analysis ]policy.conf |

|
orain Transition _‘_ — Opttonal result flfers New

Direct Infarmation Aow ] i o 1 Find end types using regular expression:
Transitive Information Flaw Starting type: il 4 red P : |
Direct File Felakel Ipolic!.r_conﬂg_t |
Types Relationship Summary

I Filter starting types to select using attribute: . il L ] I

I —4 — Anafyziz Opfions
Flow direction: — Regquired parameters
7 W Flow to
L |

~ Starting tg.rpe\

— Analysis Type |pu:u|in:g.r_c:|:|nﬂ|:_1 y j
Domain Transition . ) )
Di . — I Filter starting types to select using attribute:

ko

Transitive Informmation Flow
Direc
Types Relationship Surmmmary

| h

Flawy direction:

@ 1 Flowy fram

Close Tak

Classes: 54 Permns: 197 Types: 1254 Attribs: 83 TE rules: 40660 FRoles: 5 Users: 4 | w18 {source)
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Information Flow Policy Analysis

Fle  Search  Cluery

Advanced

Help

Folicy Components ] Folicy Fules

File Contexts  Ahalysis lpolicy.conf |

Analysis Type
Daomain Transition

Direct Information Flow
Transitive Information Flow

' — Anafysis Opfions
| Reguired p ders Opfionaf resull fifers
Starting type: I Find end types using regular expression: Update |
|p0lic5f_conﬂg_t j |

Direct File Relak

ser_ty_device_t
ek _tetirne_ro_t

— Trangith
T s T e ——
gt
Information flows to policy _config_t from use%ind more flows)

ol found the following number of information flovs: 4

Flow 1 reqguires 2 step(s).
Step 1: from anaconda_t to policy_config_t

file

[110194] allow anaconda_t file_tupe ¢ 4 dir file lnk_file sock_file Fifo_file chr_file blk_file } * :
Step 2: from vser_tmp_t to anaconda_t

file

[110494] allow anaconda_t file_type & §{ dir file lnk_file sock_file fifo_file chr_file

blk_file F * :

ser_tty dewvice_t
ser_tvtime_ro_t

ey twtime trios

t

=

-N

Step 1: from anaconda_t to policy_config_t
file

[116154] e blk_file } * 1

allow anaconda_t File_tupe : 4 dir file Ink_file zock_file fifo_file chr

Step 2: from user_tmp_t to anaconda_t

file

[110154] ifo_file chr_file blk_file T * :

allow anaconda_t file_tupe : { dir file Ink_file sog

Close Tab

Clazses: 54 Perms: 197 Tvpes: 1254 Attribs: 83 TE rules: 40660 FRoles: &6 Users: 4

w18 (source)
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4. System-to-Policy Analysis

= Map abstract policy to actual system

= Primarily involves understanding system type
abeling

= Does the real system meet expectations

= [wo example analyses
= entry point file
*= real resources for key types
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Entry Point File Analysis

File  Search  Query  Agvanced Help

Folicy onents

rafysis Type \ ! g —A
Damain Trarsitioh k
Direct Information Flow

g Fules | File Contests  Analysis

N\

T

Opfional resulf ffters

1 Filter rezult types using regular expression:

\_ /

MM/

Transitive Information Flow ~ Forward # Reverse
Direct File Felakel
Types Relationship Summary Sefect farget o

IIDadJaoIicg.r_t

I Filter target domains to select using attribute;

Infa |

— AfYsis R s

— Sefect direction:

_t
— Arafysis Besulls

Darnzin Transition

Transitive Information Flow
Direct File Relakbel
Types Relationship Surmmmary

~ FoOrward

— Sefect Target domain:

¥ FReverse

iIter target domains to select using attribute:

hd

hd

Close Tak

Classes: 54 Perms: 197 Types: 1254 Attribs: 83 TErules: 40651 FRoles: 6 Users: 4

| w18 {source)
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Entry Point File Analysis

Fle  Search  Query  Advanced  Help

e TE—— T
— Reverse Domain Transition Tre | g —Repgrse
Sioad_policy_t _ | Domain transition from sysadm_t to load_policy t
prn_script_t - B -
sysacim_t Process Transtion ™

zadm_t load_policy_t @ process transition:

Entry Point File Types: 1

load_policy_exec_t
File E ? ules: 2

EB) allow load_policy_t load_policy_exec_t

(2408227 allow load_policy_t losd_policy_exec_t

T oEE

File Execute Rules: 5

file entrypoint:
file entrypoint:

(48921 allow syzadm_t exec_tupe ¢ file { read getattr lock execute ioctl execute_no_trans Fi
(227077 allrw =musadm t § hin t =shin £ exer tuoe T * File § read ocertattr Tnck exerute inct] e

1 EVErSE FRITS

Domain transition from sysadm_t to load_policy t

Process Transition Rules: 1
(185574} allow sysadm_t load_policy_t & process transition:

Entry Point File Types: 1
load_policy_exec_t
File Entrypoint Rules: 2
[180EE2) allow losd_policy_t load_policy_exec_t ¢ File entrupoint:
(2408887 allow load_policy_t load_policy_exec_t ¢ File entrypointy

\ File Execute Rules: 5
— (48827 allow syzadm_t exec_tupe : file { read getattr 1
(Z2788) allrw suzadm t+  hin t shin t evee tuoe

wecute ioct]l execute_no_trans :
: | read artattr lock eeenuate inet] e

=

‘ Close Tah

Clazses: 54 Perms: 197 Types: 1254 Attribs: 53 TErules: 40661 Roles: 6 Users: 4

w18 (source)
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Entry Point File Analysis

File  Search  Query  Acdvanced Help

Palicy Comporents | Policy File Cantexts ] ysis | policy.conf |

file Comlext Index

Create and Load | Loz | Loaded Inclex:  fAmpinces

' Search Options | Sesrch Criteria

W Show contest 1 Search Using User Using Object Class | Search Using Tvpe 1 Search Using File Path

oK

IIDadJoDIicy'_exec_t

W Show obiect class = ‘ file -
i Enahle regular expressions

i Enzhle recular expressions

i Erable regular expres:sige®

Infia |

.
— iatching Fiies

Searc:h Using Type
load_palicy _exec_t

]

Classes: 5S4 Perms: 197 Types: 1254  Aftribs: 53 TE rules: 40660 Foles: & Users: 4

w18 {source)
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Entry Point File Analysis

SELimux Policy Analysis - /emplete/ selimmx/strict/sre/policy/ policy.cont,

Fle  Search  Query  Advanced  Help

Policy Components | Policy Rules  File Contexts ] Analysis | policy conf |

fife Comtext fndex
Create and Load | Load | Loaded Index: itmpiindex
' Search Options | Search Criteria
W Show context 1 Search Usitg User W Search Using Object Class W Search Using Type 1 Search Using FAle Path oK |
W Show abiect class I J Iﬂle j IIDadJJD”CLEXECJ j I Infi |
I Enahble regular expressions 1 Enzhle regular expressions 1 Eriabile regular expressions

T ——

0
FILES FOUND (1}

system_uiobject_riload_policy_exec_t file Ausrdsbindload_policy

.\

FILES FOUND liiu

system_uiobject_riload_policy_exec_t file Auzrdsbindload_policy

/

- |~

Classes: 54 Perms: 197 Types: 1254 Attribs: 83 TErules: 40650 FRoles: 5 Users: 4 w. 18 {source’
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Real Resources for Key Types

SE Linux Policy Analysis-

Jemp/etc’selinmdstrictsrc/poliny/polins-=—+

r Search Using Type

File  Search  Query  Advanced  Help

Folioy Components | Folioy Fuss Fle Conted | M SEarch Using Obiject Class
Fite Context index———————| Iﬁm

|7 Create and Load | Load | 4

— Search Options | —Search Crite]
W Show contesxt o Files

W Show okiect class

em_utobject_rishlib_t
M=ystem_utobject_rishlib_t
/ system_uzobject_rizhlib_t
zyztem_urobject_rishlib_t
system_uiobject_rishlib_t
system_uiobject_rishlib_t
system_uzobject_rishlib_t
syztem_urobject_rishlib_t
system_uiobject_rishlib_t
system_uzobject_rizhlib_t
zyztem_urobject_rishlib_t
system_uiobject_rishlib_t

zyztem_urobject_rishlib_t
aystem_uiobject_rishlib_t
system_uiobject_rishlib_t

\ system_uzobject_rizhlib_t

ten_uiobject_rishlib_t
uiobject_rishlib_t
ject_rishlib_t

system_uiobject_rishlib_t

zyztem_urobject_rishlib_t

Enahle regular expressions

h

~FILES FOUND (19807 )
system_uiob)ect_rizhlib_t

system_utobject_rishlib_t
system_uiobject_rishlib_t
system_uiobject_rizhlib_t
system_uiobject_riszhlib_t
system_uiobject_rishlib_t
system_uiobject_rizhlib_t
system_uiobject_riszhlib_t
system_utobject_rishlib_t
syztem_uiobject_rishlib_t
system_uiobject_rizhlib_t
system_utobject_rishlib_t
syztem_uiobject_rishlib_t
system_uiobject_rizhlib_t
system_utobject_rishlib_t
system_uiobject_rishlib_t
system_uiobject_rizhlib_t
system_utobject_rishlib_t
system_uiobject_rishlib_t
system_uiobject_rizhlib_t

system_uiobject_riszhlib_t

file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file

#lib/libSegFault, =0
#libAlibblkid, =0
#lib#libblkid,=0,1
flibslibblkid,=a,1,0
flibdlibe-2,3,4, 20
#libflibc,z0.B
flibd/liboom_err, =0
flib/libocom_err, 20,2
#lib/liboam_ere,s0,2,1
flibfliborack,so
flibs/liberack, =0, 2
flibs/liberack,s0,2,7
flibfliborypt-2,3, 4,20
flibdliborypt,=o,1
#libs/libourses, so
#libflibelp, =0
#libs/libelp, 20,2
#libs/libelp,20,2.3
flibflibext2fs, =0
flibflibext2fz, 20,2
flibflibext2fz, 50,24

A8

Info

/

| |-

18 {source )
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Conclusions

= TE Analysis is challenging and difficult
= type enforcement is worth the effort

=  Analysis tools continue to improve
=  Although challenging

= (Can be done
= Has been done

7r R ES YS © 2005 Tresys Technology, LLC (www.tresys.com/selinux, selinux@tresys.com)

GGGGGGGGGG



QUESTIONS?
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